COMMONWEALTH OF PUERTO RICO
LOCAL LABOR DEVELOPMENT BOARD

SOUTHWEST LABOR DEVELOPMENT BOARD, INC.

PUBLIC POLICY REGARDING THE USE OF PERSONALLY IDENTIFIABLE
INFORMATION OF CUSTOMERS AND PARTICIPANTS OF TITLE | WIOA PROGRAMS

Section 1. The Southwest Local Workforce Development Board, Inc. based on Public Law 113-128,
Workforce Innovation and Opportunity Act (WIOA), creates Public Policy regarding the Use of
Personally Identifiable Information of WIOA Title | Customers and Participants.

Section 2. Legal Reference

e Public Law 113-128, Opportunity and Innovation Act of July 22, 2014, Section 122 (d)(4) -
"|dentification of Eligible Providers of Training Services".

e Workforce Innovation and Opportunity Act (WIOA) Federal Regulations Section 603,
“Federal State Unemployment Compensation (UC) Program; Confidentiality and Disclosure
of State UC Information”.

e “Training and Employment Guidance Letter”, No. 5-08

e “Training and Employment Guidance Letter”, No. 39-11

Section 3. Definition of the Term

Social Security is defined as one of the most sensitive methods of personal identification that a
person can have, therefore, in order to prevent misuse, avoid identity theft and put individuals at
risk, this Public Policy is created as a requirement of the Federal Law and the Employment Training
Administration to protect this information of clients and participants.

Section 4. Collection of Sensitive Information

The Local Board establishes the following mechanisms to collect sensitive and identifiable
information from WIOA customers and participants, such as social security. The Local Board
determined that it will be used in the PRIS ("Participant Record Information System"), as your ID so
that in all documents this number will be used as an Identification Number.

Section 5. Information Management
In the One Stop Center (OSC) the client's personal identification will be handled as follows:

1. The staff located in the Reception Area, which is where the client establishes the first contact
with the OSC, prior to their registration the interviewer will orient them on the documents they
need to complete the profile and these documents are: Social Security card and a valid photo
identification (ID). At the moment of requesting these documents, the interviewer will proceed
to orient the client about the purpose of showing this information and at the same time will
guarantee that it will be used in a confidential manner and that the mechanisms for its protection
will be provided.

Pursuant to Section 122(d)(4) of WIOA, it states that no student may be required to provide a
social security number, student number, or any other identifier without written authorization from
the parent or guardian authorizing him or her to provide the information in order to be in
compliance with Section 444 of the General Education Provisions Act (20 U.S.C. 1232g).

After this, the customer's profile information will be filled out in the PRIS and the customer's ID
(identification number), which is located at the top of the PRIS, will be registered.

At the end of the PRIS registration stage, the client will have an interview with the interviewer
and if the interviewer decides to use the Resource Center, the client will be guided by the staff
of that area and will be responsible for registering in the PRIS the service offered and in turn,
verify the profile information, which was provided by the Reception Area.

2. Ifthe client applies for Title, | Program services, the handling of the client's personally identifiable
information will be done in the following manner:

The Interviewer will complete the Social Security Certification Form (CL-MIS-003), which will
have the Social Security and Identification Number (ID). This document will be signed by the
Interviewer and certified by the Case Manager. This form will be attached to the referral and
Initial Assessment for this client to receive services.




The certification form will initially be in the custody of the Case Manager, who is responsible for
certifying the same as previously stated and will then pass to the custody of the MIS Department
Director upon completion of the process.

Section 6. Use of the Identification Number (ID)

All forms in the files for the different activities under Title | will not present the participant's social
security number. Only the identification number (ID) of the profile will be used.

Section 7. File Manager

The Case Manager will be the person responsible for the file upon arrival at the Program Area and
will collate all information in the participant's file prior to appointment. Documents submitted by
State, Federal and Service Agencies that will be used to determine eligibility must have only the last
four digits of the social security number.

Section 8. Data Execution

In the MIS Area based on WIOA Regulations for reporting performance data should be linked to
social security numbers without reporting the social security number as an ID number.

Section 9. Finance Area

Following the basis of Section 603 "Federal State Unemployment Compensation (UC) Program;
Confidentiality and Disclosure of State UC Information"”, in order to comply with the duties required
by the State and Federal Agencies, the Finance Area will use the social security in order to comply
with all the transactions that are required, but at the same time will establish a coordination with the
MIS Department Supervisor to create controls that guarantee that it is being used solely and
exclusively for these purposes.

Section 10. Approval and Validity

This Public Policy shall take effect upon adoption and shall remain in effect until amended or
repealed by the Local Board.

Supporting Document: Policy Regarding the Use of Personally Identifiable Information of
Participants of the Workforce Innovation and Opportunity Act (WIOA) Title | Programs of the
Workforce Development Program of June 7, 2029 and form CL-MIS-003.

In San German, Puerto Rico, this May 1, 2024.

J
Roque Abad Ramirez Palermo

Southwest Local Board President
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POLITICAS RELATIVAS AL USO DE INFORMACION IDENTIFICABLE PERSONAL DE
L0OS PARTICIPANTES DE 1OS PROGRAMAS DEL TIiTULO I DE LA LEY DE
OPORTUNIDADES Y DE INNOVACION DE LA FUERZA LABORAL (WIOA, POR SUS
SIGLAS EN INGLES)

A. INTRODUCCION

Ia Guiz Federal “TRAINING AND EMPILOYMENT GUIDANCE ELETIFER No. 39-11"
publicada el 28 de junio de 2012, con el tema “Guidance on the Handling and Protection of Persondlly
Tdentificble Information (PIL por sus siglas en inglés)”, establece las directrices en cuanto a la
utilizacion de datos clasificados eomo Informacién Identificable Personal (IIP) de los clientes
(participantes y patronos) con acceso a los servicios ofrecidos por los programas bajo WIOA.

1. La TP se define como informacién que pueda utilizarse para distinguir o raswear Ia
identidad de una persona, de manera singular o combinado con otros datos persenales o
de identificacién. La IIP se clasifica de dos formas, 1a ITP Protegida y Ia IIP No Sensitiva. La
TIP protegida se considera como informacién de wma persona, cuya divulgacion, puede
vesultar en dafio a este o cuyo nombre o identidad estd relacionada a esta informacion
divulgada. Ejemplos de TP protegida:

v' Namero de Seguro Social (SS)
v Nameros de Tarjetas de Crédite
¥ Nomeros de Cuentas de Banco
" Ntmeros Telefonicos

v Fdad *

" Ave. F.D. Roosevalt 355, Hatd Rey, PR 00518 | PO Box 362350, San Juan, PR 00936-2350 | {787) 765-2900 | suanddsagtst:
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Fecha de Nacimiento

Estatus Civil

Nombre de Conyuge

Historial Educacivo

Identificadores biométricos

Historial médico

Informacién financiera

Contrasefias de computadoras o cuentas electrénicas

NN NN NN

2. Bl TEGL 39-11 complements el aun aplicable gufa, “TRAINING AND EMPLOYMENT
GUIDANCE LETTER NQ. 5-08", publicada el 13 de noviembre de 2008, que establece las
directrices en cuanto al uso y solicitud del niimero de seguro social para los sclicitantes a
los programas federales de empleo y adiestramiento. Esta guia establece que los niveles
estatales v locales tienen que requerizle a los solicitantes y patticipantes el ndimero de
seguro social previo a ofrecerle servictos, sin que ello implique que se denieguen
servicios a cualquier participante que se niegue a proveer su niimero de seguro social.

3. No ohsrante, es necesario que, cuando se reguiera a los solicitantes y participantes, el
nimero de seguro social, se les explique que el proposito de esta solicitud es para solicivar
datos importantes para el calculo de resultados de indicadores de ejecucion de los
programas bajo WIOA, protegiendo la privacidad de la persona. El personal de los Centros
de Gestion Unica, asi comno rodo aquel funcionario que trabaje con participantes, requerind
de estos que muestren st tarjeta de seguro social para corroborar que el ndmero indicado,
es realmente su niimero de SS. No obstante, por razones de seguridad, no podran quedarse
cori copia de la tarjeta para incluirla en el expediente del participante. En todes los casos,
el manejador de casofplanificador de carrera deberd certificar con su firma que ¢l nimero
de SS presentado, corresponde al participanre. Esta ditectriz fue previamente publicada
en carta a las JLDL el 24 de junic de 2010 (POIITICAS RELATIVAS AL USO DEL
NUMERQ DE SEGURO SOCIAL DE LO§ PARTICIPANTES DE WIA Y OTROS
PROGRAMAS).

4. Conforme al TEGL 39-11, se considera tma falta en el cumplimiento con los requisitos de
dicha guia y la legislacion federal a estos propésitos, el uso impropio y la divilgacion de la
IIP, para un propdsito no autcrizado, Bt TEGL 39-11 también establece que esta practica
pudiera resultar en la terminacién o suspension de los fondos o la imposicitn de
restricciones con condiciones especiales u otra accion de parte de DOLETA, ¢ lo que se
estime necesaxio, pata proteger la privacidad de los participantes y la Integridad de los
dacos.

B. GUIADE UTILIZACION DE DATOS IIP DE ACUERDO AL TEGL 39-i1

1. Antes de Recopilar [P o datos sensitivos de los participantes, hacer que estos firmen un
relevo de conocimiento y uso del [P para propositos de los fondos utiiizados.
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Todos los datos considerados 11P, asf cemo otra informacian sensitiva ransmitida por
correo eléctronico o guardados en Discos Compactos (CDs y/o, DVDs), *Jump Drives”, ete.
tienen que ser eneriptados utilizando “Federal Information Processing Standards (FIPS) 140-2*
en cumplirsiento con los “National Instituteof Standards and Technology (NIST)L ELDDEC solo
aceptard correos electronicos que contengan a [P encriptada de la forma antes descrita.

El TEGL 39-11 también define lo que es P No Sensitivo. Esto es inforinacion que si se
diyulga, no resulta en dafo personal. [P No sensitivo es informacion que no estd
relacionada o asociada de forma cercana con ITP protegido o desprotegido, Ejemplos de ITP
no sensitivo es el nombre y el apellido, direcciones de correo electronico, diveccion o
teléfono de negacios, credenciales educacionales, génera o raza. Sitt embargo, dependietido
de las circunstancias, una combinacién de estos elementos potenciaimente puede ser
categorizado como P protegido o sensitiva.

Mientras sea posible, DOLETA recomienda ¢l use de los identificadores tinicos para el
seguimiento a los participantes, en lugar del ntinero de 8. Mientras que el ntimero de S8
se ttiliza para propositos de ejecucion, un niimero tnico de identificacién puede ser
enkizado a los expedientes de cada participante. Una véz el nimero deé SS se entre en el
“software” que maneja Ia informacion de participantes, para propésitos de seguimiento de
ejecticién, el niifiero tnico de identificacion debe ser utilizado en vez del nuimero de SS.
El namero de S8 tiene que estar almacenado o ensefiado en una forma que no sea
atribuible 4 una persona en particular.

Utilizar métodos apropiados para destruir 1P sensitiva de los expedientes fisicos
{trituracion o utilizar “burn bags”) y boriar de forma segura Ia 1P electronica sensitiva.

No dejar expedientes fisicos que contengan 1P, abiertos o sin atender. Bl custodio de los
expedientes se hace responsable de salvagnardar Ia informacion contenida en estos.

Archivar documentos que contengan [IP en gabinetes cerrados y seguros, cuando no estén
enuss,

Infermar inmediatainente cualquier brécha o violation sospechesa del UIP al oficial federal
encargado de los fondos v al “ETA Iformation Secutity” al 204,03 vy, (202)
693-3444 y seguir las instrucciones recibidas de partelos oficiales de FTA.

iis

C. ACCION A SEGUIR POR PARTE DE las Jumtas Locales de Desarrollo Laboral

1

Velar por el cumplimiento de las gufas TEGL 5-08 y TEGL 39-11, elmarco legal WIOA, el
marco legal del Programa de Seguro por Desempleoy Circular de Casa Blanca relacionada
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a los aspectos confidencisles v Sensitivos de los expedientes en papel v electronico,
especialmente con lo relacionade la utilizacidn del nitmero de seguro social de los clientes.

2. Ulevar a cabo una auto-validacion/monitoria/auditoria de todos los expedientes de los
participantes y hacer los cambios necesarios para denmestrar el cumpliniento con el
marco legal referido. El resuleado de este ejercicio es corroborar que el nimero de
seguro social no esté visible en ningtin formulario o documento de apoyo dentro del
expediente fisico del participante. Reiteramos qiie este ejercicio ne implica, que no
se solicitara/obtendrs el niimero de seguro social de la persona (Ver Seccitn A3, B
vy B3.). Hste debe estar en el expediente electrémico del participante de forma
protegida, signiendo los pardimetros antes mencicnados.

Paramayor informacion respecto a las politicas del uso de 1P, se incluyen coplas de las guias TEGL
5-08, 39-11 y carta a las JLDL del 24 dejunio de 2010. Esperamos ¥ contamos con su acostumbiada

De necesitar asistencia técnica o de tener dudas con esta informacion, favor comunicarse con la
sefiora Yolanda Rivera Ortiz, Directora del Area de Planificacion, Evaluacién, Validacion y -
Estadisticas del Programa de Desarrollo Laboral, al (787)754-5504, extension 5618/5619 g al correo

electrénico o,

ALt




24 de junio de 2010

PRESIDENTES DE JUNTAS DE ALCALDES, PRESIDENTES DE JUNTAS LOCALES Y
DIRECTORES EJECUTIVOS AREAS LOGALES DE INVERSION EN LA FUERZA TRABAJADORA

Aurelio Gonzalez Cubero
Director Ejecutivo

POLITICAS RELATIVAS AL USO DEL NUMERC DE SEGURO SOCIAL DE
LOS PARTICIPANTES DE WIA ¥ OTROS PROGRAMAS

La Carta Nam. 5-08 tiulada “Training and Employment Guidance Letter (TEGL),
emilida &l 13 de noviembre de 2008, establece las directrices en cuanto al uso y
solioitud del nimero de Segurc Secial (S5} para los potenciales participantes
con aceeso actividades bajo WIA v a otros servicios de programas de la fuerza
trabajadora.

La reglamentacion aplicable establece que los estados tienen que requerirles a
los pariicipantes su nrOmerc de SS cuando estén ofreclendo los siguientes
senvicios, sin gue ello Impligue que el estado pueds denecgarle acceso a
cualquier parficipante que se niegue a preveer su nimero de seguro social

o Serviclos Basicos relacionados g la determinacion de elegibiiidad,
actividades de blsqueda de empleo;

o Servicios de Adiestramiento y Empleo,

o Auto servicle.

RUSHIDHIRSRS
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No aobstante, es necesarié que, cuando sé les requiera a los participantes el
namero de S8, los estados tienen que expllcaries con qué proposito este
numero sera ulilizado e informailes sobre la manera en que se garantizard su
privacidad. Estableciendo ademés, que los estados deben utllizar el ntimere de
seguro soctal solo para propdsitos de caloular los resultados de las medidas de
ejecucion de un programa.

Las areas locales WIA requerirén a los participantes que muesiren su tarieta de
seguro soclal para corroberar que el ntimero indicado por el parficipante es
realments su nimero de 88. No obstante, por razones de seguridad, las éreas
locales _no podrdn quedarse con copia de la faijeta para incluiia en el
expéedignte del parlicipante, En lodos 10s cases, el mangjador de caso debera
certificar con su firma que el nimerc de S8 presentado corresponde al
participante,

Es importante reiterar que €l estado no puede denegaile aceeso a cualquier
participante gue se niegus a proveer su nimero de segliro social,

Para maycr informacion respecto a las politicas del uso del S8, se incluye copla
del TEGL Ngm. 5-08. Esperamos y contamos con su acostumbrada atenclon
especial en ef cumplimiento de estas directrices.

De necesitar informaeion adiclonal sobre el particular, puede comunicarse a
nuesira Oficina de Asuntos Legales a las exiensiones 300 6 306.

Angjo

MATAGHEZ 2070
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CLASSIFICATEON
EMPLOYMENT AND TRAIMING WIA/Pesformance Measures
ADVINISTRATION ADVISORY SYSTEM CORRESPONDENCE SYMEOL
U.5. DEPARTMENT OF LABOR PROTECH
Washinglep, D.C. 20210 DATE
Hovember 13. 2008

TRAINING AND EMPLOYMENT GUIDANCE LETTER NC. 5-08

TO: ALL STATE WORKFORCE LIAISONS
ALL STATE WORKFORCE AGENCIES

FROM: BrentR. Orrell lﬁfm @ W

Deputy Assistant Secretary

SUBJECT:  Policy for Collection and Use of Workforce System Participants” Social
Security Numbers

1. Purpose. To provide guidance to states regarding the collection and use of social
security numbers for participants accessing Workforce Investment Act {WIA)
and other workforce progtams’ services,

2. References. Privacy Act of1974, 5 US.C, section 552a Note; Workforce
Investment Act of 1998, 29 US.C, section 2935; Performance Accountability
under Title I of the Workforce Investment Act, 20 CER 666,150; lncome and
Hiigibility Verification System, 20 CFR 603; Training and Employment Guidance
Tetter {TEGL) 17-05, Conmon Measures Policy for fhe Evuployment and Training
Administration's (ETA} Performance Accountability System and Related Performance
fssies,

3. Background, States face a difficult challenge of balancing the need to collecta
participant’s social security namber for performance and reporting requirements
with the obligations to limit the burden of data collection and maintain
participant privacy. To that end, this guidance provides clarification about the
point at which a state should request a participant's sceial security number for
WIA and other workforce system purposes,

BYA's statutory and vegulatory authority to administer job tralring and
employment programs inclades provisions reguiring performance reporting
from states and other grantees on participant outcomes. BFA has provided
guidance to states that a program participant is an individual who is detexmined
eligible to patticipate in the program and receives a service funded by the

RESCEISSIONS EXPIRATION DATE
continuing




program jn either a physical location or remotely through electronic
technologies. (TEGL. 17-05, Seetion 6 (Program Participation and Bxit under
Common Measures)). Consistent with that guidance, progtam participation
beging on the first date that the individual recelves a service funded by the
program. Program participation also marks the point at which all participants,
except some self-service participants, become part of the pool of participants
used to calculate performance measure outcomes.

States are reqitived, consistent with state law, to use quarterly wage record
information in measuring the progress against state and local performance
measures. (20 CER 666.150) States must use social security nuumbers tomatcha
program participant’s records with that individual's quarterly wage record
information to assess the fmpact of program sexvices,

4, Policy. When requesting a participant's soctal security number, states should
axplain how the social security number will be used and how a participant’s
privacy will be ensured. Por purposes of compliance with ETA training
progrars, states must use social security nurmbers ondy for the calculation of
program performance meastre outcomes. States must ensure that social security
numbers will be maintained in a secuve and confidential manney, State
workforce agencies ave responsible for following the requirements pertaining to
the confidentiality and disclosure of state unemployment compensation
information {which includes wage records) found at 20 CER 603.

BTA interprets WIA to permit the prohibition of disclosure of a participant’s
social securlty number, This prohibition springs from WIA section 185(=)(4).
WIA section 185(a){4) states that records maintained by states must be made
avaiiable to the public upon request with certain exceptions, These exceptions
include the disclosure of information that would constitute a clearly
unwagranted invaston of personal privacy and privileged or confidential
financlel information. {WiA section 185(a}(4)(B)) A participant’s sacial security
number is entitled to this exception,

This guidance does not imply or require that a participant provide a social
security number to the state to receive services through WIA or any other
workforce investiment program, with the exception of a participant filing a clain
for unemployment compensation, In instances where a participant does not
provide a soclal security number, states should exclude the outeomes of this
individual from performance measures, unless supplemental information is
available to verify the performance outcormes for non-wage based meastuires,
which is consistent with established policy. :




5,

Section 7 of the Privacy Act(5 USC, Sectiun 552a Note (Disciosure of Social
Security Number)) provides that unless the disclosure is required by Federal
statute, It shall be unlawful for any Federal, state or local government agency to
deny to any Individual any right, benefit, or privilege provided by Taw because
of such individual's refusal to disclose his social security account number.
Again, the one exception Is thas claimants filing for unemployment insurance
must provide their social security number,

Guidelines. The following are guidelines for states regarding when to request
participant’s soclal security number. States should not consider these guidelines
exhaustive, States may collect a social secuiity nuraber at an earlier point of
sexvice; however, such decisions must be defined by official state policies and
shared with the appropriate One-Stop staff. States must request a participant’s
social security number when offering the following services, keeping in mind
that the state must not deny access to any participant who refuses to provide a
social secunity number:

o Staff-Assisted Core Services related to elicibility determination, job
gearch activities, and employment. These services woutld include
activities such as; staff-assisted career guidance including the
development of an employability and/ or individual employment plan,
assessments, career guldance and counseling, customized Iabor market
information, resume assistance, federal bonding assistarce, job search
assistance, job referrals, and caveer workshops.

o Al Training and Education Services. These services include assessment
tests used to ascertain a participant’s educational level and/ or
employability, occupational skills training, on-the-job training,
educational and job training counssling, referrals to educational
services, and pre-vecational training and related services,

o  Self-Bervices. These services are those that an individual accesses
independently without staff assistance, either in 2 physical One-Stop
Center, or remotely via the Internet, States should be clear that a social

* security number will be requested if and when a pevson who accesses
self-services requests any staff-assisted seivice and/or is seeking to
access more intensive services, Visitors who wish to review the list of
services available through a One-Stop Center, who want to access fabor
market information, or who are conducting a job search without the
assistance of staff and do not request a referral to a specific job may take
advantage of self-service activities offered through the state’s One-Stop
Centers without providing a soctal secarity number.




I addition to the sexvices listed above, social security numbers shail be
requested when a participant is co-envolling ina program that offers intensive
fraining services or provides financial assistance (for example, a Trade
Adjnstment Assistance Relocalion Allowance),

6. Inguiries. States may contact the appropriate Regional Office if they have any
questions or need further clarification on this guidance,




CLASSIFICATION
EMPLOYMENT AND TRAINING ADMINISTHATION Personaily Ideniifiable Information

ADYVISDRY SYSTEM CORRUSPONDENCE SYMBOLU
.8, DEBARTIHENT OF LAHGHR ORFAM
Washington, D.G. 20240 DATE

Junhe 28, 2012

ADVISORY: TRAINING-AND EMPLOVMENT GUIDANCE LETTERNO, 39-11

TO ALL-DIRECT ETA GRANT RECIPIENTS
ALL STATE'WORKRORCE AGENCIES, -
ALLSTATE WORICPFORCE LIAISONS:
STATE'WORKPORCH ADMINISTRATORS
STATE AND LOCAL WORKFORCE INVESTMENT BOARDS
ONE-STQP CAREER CENTER SYSTEM LEADS

FROM:  JANEOATES 5&M 0iden

Agsistant Secretary

SURJECT: Luidance on the Handling and Protection of Personally Jdentifiable Hilormation
(PH)

L. Buipase; To provide guidance to grantess en compliandewith the réquirements of handling
and protecing FIT i thair graxts,

Z: Batkpround. Aspartof thejr gront activitiss, Bmiployment and Tiaining Adminigtration
(ETA ) grantees. miay have'in thsir possession [arge quantities of PI relatin g to-their Orpatization
and staff, subigrantée gnd pariner organizations aid staff and ingdividoal progtam peréicipants.
Thisioformation i gererally found h personne] files, partioipant data sats, performance feports,
program evaluatiohs, grant and contract ey and other:sources.

Federal dgentofer oré.réquiied fo fake aggressive measures o mitigate the risks assoolated with
the-solléelion, storago, and disseminafion of serisitive data iricluding PIL The Appendix lists 2
briefovarview of efforte af the Rederal leval to,protect P11 Ag the.graniar agency, ETA s
providing iy Trainihg and Employment Guidance Letier (T BGL)to-grantees to notify them of
the speclficreguirements grantees st followpértiiniay to the 2equisition, handitng, and
transiission 6 PIL '

3, Defiiiffors.
& PiI- @ME-H&fmes-,P_}l}as informatipn fhat can be used io distingdish or trave an

indfividual’s dentity; ciffier alone o wheént combined with othe? personal or
identifying mformation that is linked orlinkable ta a speciffo-individual,’

'EOMﬁ‘MQ@emnﬂum Méﬁj"/’l‘[ﬁ, L'S_f_iy‘egf{argifhg' Ataiiist cnd Rexpioiiding i the Bréach of Reisurnally Weniflable-
Snforinatiiy (Mey 22,2007 vavallableat s aehilchousiidovsC RSB Amedpfinilv Re2on 2 7] bafull
. RESGISSIONT ' : ' | EXPIRATION DATE

~Nozg : _ " Gontinting




@ Sensitive infornuition — any unclassified information whoss loss, misnse, or
unautforized aecess to or modification of could adversely alfeet the inlezest or fhe
sonduct of Federal programs, ot the privacy lo which individuals are-entitled onder
{he Privacy Act

o Piotected P11 and non-sensitive P11 - the Departient of Labor (the Departitient) has
defiied two types'of PIL, prolected PI and non-sensitive FIL The differences
between protected PH and nov-sensitive P are primarily based on an anatysis
teggarding the “risk of harm™ that could result fram (he release of the P1I,

{v "Protected P1I is information that if diselosed could restltin hatin to the individual
whose name or ideniity 1a linked to that information. Examiples of protected PIE
include, But are 16t Iimited Lo, social secutity numbers (SSNs), credit card
maibers, bahk account nmmbers, Kome telephone numbers, ages, birthdates,
marital status, Spouse namies, educaticnal history, biometric identifiers
(fingerpriiits, voiceprinls, iris scans, etc.), medical history, financial information
and computer passwords. '

2. Non-sengitive PlI, on the other hand, is information that4f disclosed, by itsalf,
could not reasonably be expected to result in pérsonal harm. Essentially, it is
standsalone information that is nof linked or closely associated with any protected
orunprotested PIL Examples of non-sensitive Pil include informationsuch as
first arid [ast names, e-mail alldresSes, business addresses, business telephong
numbers, general edieation credentials, gender, or race. However, depending on
the clrcumstances, a combindtion of these items could getentiaily be categorized
as pralected or sénstlive P11

To iflustrate the cofinection bstween non-sensitive PH and protected PiI, the
disclosurs of a naine, business e-mail address, or business addiess nost Likely will not
resulfl in a high degree of harm to an individual. However, aname linked t0.a social
seCuiity number, a date ofbirtly, and mother's maiden pame could #esult.in idéentity
theft. This demonstrates why protecting the iuformation of our program partiojpants
is 0 importarit,

4. Requliements. Federal law; OMB Guidance, and Deparimental and ETA, polices require that
P11 and other sensitive information be protected. BTA has exarined tie ways its prantées, ng ¢
stewards of Federal funds, bandle P11 apd sensitive informsation and has deterinined fhat to
-ensure-BTA compliance with Federal law and regulations, granteey mustsecure trnsmission of
P and sensitive ddta developed, obtained, or ttherwise associated with RTA farided: geants:

In addition to the requireinent above, all grantces must also coraply with all ofthe following:

¢ To eusure that such PII is not transmitted {o:unanthodzed wsers, all PTF and other
sensitive data trafismitted via.e-mail or stered on CDs, DV, thumb drives, ote.,
st be endrypled vising a Federal Tnformaiton Processing Standards (£ P3) 140-2
comphant and NationalInstitate 6 Standards dnd Technology (MIST) vatidated




eryptographic wodule.” Granlees must not e-mail unenerypied sensitive Pif o any
entity, including ETA or contraciors.

= Uranlges musl tale tiesteps necessary to cnsure the privacy of alt Pl obtained from
partigipants and/or other individualsand fo protect such iformation frop
uiialifiorized discloswre. Grantees'must maintain sucly P11 in hocordmiee with the
ETA:standards for infoimation secirity déscribed in this TEGL and any updates to
suclistandurds provided to the granles by ETA, Grantees who Wish'fc obtain mare
information gn'data gecurity shovld ooritact their Federal Project Offfcer,

o Grapltess shall ensure-thatany PHuved durlig-tie pérformance of their grant hag been
obtainad in donforinity with.epglicable Federal and state [aws governipg the
canfidentiality of informalion.

o (ranlees further aclulowlsdge ihat all Pl data obtained through theirETA grart shall
"be slorediin an areathat is physically safe from access by unautlmnzed persons af alf
tirnes and (he dats will be pmccssed using grantee issued equipment, managed
information techndlogy (IT} seryioes, dhd désignated locatjons approved by ETA,
. Accessing, processing, and storing o ETA grant P data on-pewsonally owned
cquxpmeﬂt atoff-sile 109&1:0515 &8, srmployee’s hiome, and’ non-grantee managed IT
BOTVIOBY; 6.4, Yatioo-mail, i strict] y prohibiled unless appraved. by ETA.

o -(rdnies employeds and gther personnel who will have access to
"senszﬁvdcenﬁdential/pmpﬂetary{;prwate data must bo advised of the-confidential
uature-of the.Information, the seféguards raquired to profect the Informetion, andihat

there-ars Givil and eriminal gapctions for noncompliance with such safegL 1A déx that are.
contained in Federai and state laws,

& Grapfees must hava theirpolicies and procedures in placeundsr which grante¢
employess and ofher personnst, ‘uefa: o-bging granfed- socess to PHL:a knowledga flisir
uriderstanting of the copfidential nature of the data sxd-fis safeguards With which
they'must ccmply in their handling of such data as well as ths faei that they may be
liable to el and ciiminal ganctions-for mproper disclosure,

v (earifees fbstnit exfract formation: ﬁ'om data supplied by ETA forany purgnde
stated {n.ihe: ‘grantagreemert,

s Acgess torany-PII eresfed by the ETA grant mist barestrizted o ¢uly those
employées of flis frantecipiont who need itdu thefr offieidl Cﬂp;i()iiy fo pegform
dufiésin oonmection with the.seops of work in the Erazt agrodineht,

a

“Farmore: mﬁlrmallon on TIPS F4D-2 standapds wnd cry,atagrng:!u;: modigs, grantgeg s auld rifgrta-FIPS PUB140-
2, Jochtéd online 4t htmseain, gut b entigns psAios] 4000w L0




s All PIl data must be processed in a manner that will protect the confidentiality of the
records/documents and i§ designed to preven! unsuthorized persons from refrieving
such records by computer, remote terminal or any other meéans. Data may be
downloaded. to, 0r maintained on, mobile or portable devices caly ifthe data are
encrypled using NIST validited software products based on FIPS 140-2 gncryption.
Tn addition, wage data may only be accessed from secure locations,

o PIl data obtained by fhe graniee through a request from ETA rhust not be diselosed to
anyone but the jndividial requestor except as permilted by the Grant Officer.

'©  Uraiitees maust pertnit ETA, to make onsite inspections during fegular-busim;sathurs_
for the purpose of conducting andits andfor conducting other investigatioas [o assure
that the-grdniee is complying with the confidentiality requirements described gbove.
Ii accotdatice with this responsibility, grantecs must make records applicabie o this
Agreemenit available to authotized persons for the.purpose of inspection, review,
and/or audit. '

o Graptees must retaint data received Som BTA ouly forihe period of time required to
use if for agsegsmentand other purposes; or to satisfy applicable Federal records -
reterition requirements, if any. Theteafler; the grantee agrees that 4ll data will be
déstroyed, including the degaussing of magnetic tape fites and deletion of électronic
data.

- A graniee’s fallure to comply with the raquirements identified in-this TEGL, or any improper use
or disclosure of PILfor ah wiauthorized ptirpose, may result in the tormination or suspension of
the grant, or the' Imposition of special conditions or res trictions, or such:otheractions &s the
Grant Officer may deem necesgary fo protect the privacy of participanis or the integriy of data,

5. Recommendntions, Profected Pl is the most sensitive information that-yoi nigy encoupier
in the course of your gt wark, and it is important that it stays profected. Crantees arerequired
to protéct PII when transmitting information, but sre dlso required to protect PIl-4nd.sensitive
information when colleeting, storing and/or disposing of information as well, Outlined below
are sgmie reconumendetions o help protegt PIT: :

¢ Befort collecting PIT or sensitive information from participants, have participanis
sign releases acknowledging the use of PH for-grast purpdses only.

o Whenever possible, ETA recommiends thie use of uniqus identifiers for participan(
tracking instead o[ SSNs, While SSNs may initiaily be required for performance
racking purposes, a wniqug identifier could be linked to the each individial fecord,
Onee the SSN.is entefed for performance tracking, the unique identifier would be
used in place oFthe SN for fracking purposes, If SSNs ars to be used far iracking
purposes, they st be Stored or-displayed in a way that is not aitributable té a

‘patticular fndividual, such as using & truncated SSN,




o Useappropiiate molhods for destroying sensilive PII in paper {itss {l.e,, shirodding or

using a burn bag) and securely deleting sensilive elacironic Pil,
¢ Donot I-cav.e records containing PH open and uaatfended,
¢ Slore daeuments containing PII in Jocked cabiiats when nat in use,
o }h_mmdia_taly..}:ap{}rt any breach or suspected breach 67 Pl to (ke -FPO respomsible for

the grant, ard 1o HTA lnformation Secwrity af 1<1AC 'SIR’.!_‘{m.zinl.m;\;‘,i{;l_()z-) 693:3444,
and follow any'inglruations received ffom offeials of the Depariment of Labor,

6: Jngulries. Queslians slisuld be addressed to-the appropriste- Regional Office,

7. Attachment. Appendix: Applicaile Fedoral Laws and Policies Relared To Data Privacy,
Seciirity ftd Protaciiiig Persopally ldentifiable apd Sensitive Information




APPENDEX

FEDERAL LAWS AND POLICITS RELATED TG DATA PRIVACY, SECURITY AND
PROTECTING PERSONALLY IDENTIFIABLE AND SENSITIVE INFORMATION

o Privacy Act of 1974 (the Privacy Aef) ~ Governs the collection, maintenanee, use, and
dissemination of personally identifiable inforimation about individuals. maintained in systemns
of vedords by Federal dgencies. The Privacy Aot protiibits the disclosure of inforniation from
& systein of records withaut ths written consent of the individual, unless the disclosure i
permissible under one of twelve statutory exceptions, The Privacy Act also provides
individoals with 5 way to seek access to and amendment of Heir records atid.establishes
various ageney record-keeping requirements. The Privacy Act does not generally apply to
persoually idenitifiable information collected and mainiained by grantess.

o Compliter Security Act of 1987 - Passed to improve the security and privacy of sensitive
information in Federal computer systems and created a mieans for establishing mirimuin
aeceptable secwity pructices for such systems. 1t vequired agencies to identify their computer
systeins that conthined gensitive information, create computer security plasis, and provide
security fraining of system users or owiters on the systeims that house scusitive information.

It was'repealed by the Federal [nformation Security Management Act (FISMA).

o JISMA — Bnacted as Title 1l of ths E-Government At of 2002, FISMA: requirsd each
Fedgral agency to develop and implement an agency-wide program i safegndard the
mformation-and information systénds that supgort the operational assets of the ageney,
itcliding the assets managed by other agencies or coritractors. '

e On May 22,2006, the Office of Management-and Budget (OMB) issuct M-06-15,
Safeguarding Personally Wentifiable Information. In this memorabdum, GMB directed
Senior Officials for Privacy to conduct areview of agency palicies and processes and to tike
necessary sorestive agtion to prevent iritentional of néglizgent misuse &f, or unauthorized
access to, PIL

> On Jely 12, 2006, OMB issued M-06-19, Reporting eidenis Tnvolving Personally
Identifiable Information and Incorporating ike Costfor Secuvity in Agency Inforiafion
Technology Invesimests, In thismemorandun, OMB provided updated guidanes for
reporting of security ingidents mvolving PIL

5 OnMay 16, 2006, Bxecufive Order 13402 established the President’s Task Force on Iciexiﬁ';y
Thalt, The Task Forcs svas charged with dévaloping a comprelénsive sirategic pla for steps
the Pederat goveriunent can fake to combat identity theft and recommending actions-which
can be teken by the public and privats sectors, On -April 23, 2007, flie Task Force submitted
it reporttoithi President; titled “Combating Identity Thefi: A Strategic Plan.” This report i
availdble at seww.idihellaov:




o OnMay 22,2007, OMB issued M 07-16, Safeguarding Apgainst and Responding fo the
Breach of Personally Identifiable Information, 1o this memorandum, OMB requived agencies
to implement & P11 breach notification policy within 120 days.

o NIST 8P 800-122, Guide to Protecting ihe Cenfidentiality of P11 - Released by NIST in
April 2010, Hiis documentiis a guide to assist Federal ngencios in protecting the.
confidentiality of PIL in information systems. The guide explaing the importance of
ptotecting the confidentiality of P11 in the context of iformation seeurity and explains it
relationship to privacy. The document also suggests safeguards that may offer appropriate
levels of protsction for PIL and provides recommendalions for developing response plans for
Incidents involving PIL
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CSNEXION P 5
LABORAL AmericanJobCenter

Area Suroeste

Plaza Pitito Carr. # 2 Km. 170.0 Bo. Hoconuco P.O. Box 246 San German, Puerto Rico 00683
Tel. (787) 787-892-1000 Fax (787) 892-5540 TTY (787)-892-2935 Libre de Cargos 1-800-981-8155

CERTIFICACION DE SEGURO SOCIAL

Yo, , certifico que verifiqué la tarjeta de Seguro Social con el
ntimero | | | . | . | | | | correspondiente al solicitante
Hoy de de . Numero de Identificacion (ID
Comentarios:
Nombre del Representante Autorizado/CL/AJC Firma del Representante Autorizado/CL/AJC
Nombre del Manejador de Casos o Representante Autorizado Firma del Manejador de Casos o Representante Autorizado
Puesto del Representante Autorizado Fecha

Nota: Favor de entrecar formulario junto con la Hoja de Control de Nombramiento al Departamento de MIS.

Somos un Patrono con Igualdad de Oportunidad en el Empleo. Contamos con Servicios Auxiliares y de Apoyo para Personas con Impedimento que asi lo soliciten. El
CL/AJC No Discrimina por Razén de Raza, Color, Religién, Sexo, Nacionalidad, Edad, Impedimento Fisico o Mental, Afiliacién o Creencia Politica. El CL/AJC es un
Centro Libre de Drogas y Alcohol. Ley Federal “Workforce Innovation and Opportunity Act/WIOA . Financiado con el 100% de los Fondos de la Ley de Innovacidn
v Oportunidades en la Fuerza Laboral (WIOA). Ley Publica 113-128 del 22 de julio de 2014.



